/\ CORONAVIRUS SCAM ALERT /\

Watch out for these scams!

After global phenomena, natural disasters or pandemics like COVID-19 occur, there is
often an increase of opportunistic criminal activity on the internet.

The bad guys are preying on your fear and sending all sorts of scams related to the

Coronavirus (COVID-19).

Below are some examples of the types of scams
you should be on the lookout for:

MALICIOUS WEBSITES

@ Tell me what you want to do

file  Message  Help

W - = - | S 4 = | 2 Makumead B3- - .- O hind | Q zoom | o

Fw: [iivWeekly Di CENSORED @ *Vital* Coronavirus Info & 7 Benefits of Vita
— 3 Reply | € Repiy Al | =D Fomward
@ To Mon 3/9/20.
+40 others
() i hare are pey ith how this message is dhplayed cick here 1o view it in a web browses,

VITAL CORONAVIRUS INFO <<<<

DOr. Andrew Saul blows the whistle on how the media is either silent or actively

PP g the fact that i vitamin C is already being employed in
China against COVID-19 jirus, and the of i has
its official that COWID-19 should be treated with

high ameunts of intravenaus vitamin C. That's right! The coronavirus can be
dramatically slowed, or stopped, with the use of high doses of vitamin C.

SPAM EMAILS

Malicious websites ...with the purpose of
infecting your device with malware. Watch out
for sites such as Coronavirus(.)com or Corona
-virus-Map(.)com. Since January there have
been thousands of websites registered containing
the word ‘corona’ and many of those are suspicious.
Some of these websites distribute malware.

Spam emails ...trying to grab your curiosity by
using conspiracy themed catchphrases, such as
“censored”, to try and sell information (paid-for
videos) or goods that are now in high demand, such
as masks, hand sanitisers or vitamins, for example.

FEATURED OFFER (While Supplies Last)

With fears about coronavirus running rampant, we've been doing our best to
share vital information about the virus and alsa natural protective strategies.
That's wiy we are thrilled to recommend PuraTHRIVE's Micelle Liposomal
Vitamin C — it's the only route of administration that's as “bioavailable™
{absorbable) as IV injections, and it's much cheaper, more convenient and
less invasive. This is the highest-potency vitamin ¢ available on the market,
and unlike many other preducts, it tastes great! TTAC subscribers can enjoy
up to 25% OFF {while supplies last) ... But don't dilly dally! This product WILL
be SOLD OUT soon!
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An outbreak of the 2019 Novel Corona virus has caused nearly 3,000 deaths, with more than 80,000 confirmed cases, |
primarily in China. The World Health Organization has declared a Global Emergency. Donations to this fund wil| help
stap the spread of the virus and support response efforts.

Denations to this fund will bring services to affected communities and help stop the virus's spread. Initially, the fund
will help meet immediate needs for healthcare, food, and water in partnership with our nanprofit partners. These
donations can be made to the Bitcoin address below or by scanning the bar code below:

FAKE CHARITIES

Proudly Supported By:

#¥ GlobalGiving FOR EVERY C

IN DANGER

unicef€®

D KINGOOM

Q' Tell me what you want to do

Rl Message  belp
-3 M9 % |2 Mkuwe 5§ - m‘ £ find | Q zoom | o+

Covid-19 Notice For All E A
) Reply | € Repiy Al —F Foreard | | v
jue 31002000 S58 AM
- o

() # e ane bl with e 1 played, ek e 10 e i in 2 web beves

Dear Employee/Staff,

There is an ongoing outbreak of a deadly virus called coronavirus ( Covid-18). The virus is spreading like wide fire and
the world health organization are doing everything possible to contain the current situation. The virus which originated
from china has hit Europe, America, Asia and Africa. The government has hereby instructed all erganization and

and their ampl about the virus in order to increass the awarenass of the
coronavirus (covid-19).

in view of this directives, the institution is currently organizing a seminar for all staff to talk about this deadly virus, All
employee/staff are hereby ask to quickly participate in the quick survey to show your awareness about the coronavi rus
and also register for the seminar. The survey and seminar is compulsory in the battle to win the fight against this
epidemic as all employee are to participate in the survey you receive this notice. Disciplinary
measure would be taken on staff that failed to carry out this instruction. Winning this battle is in our collective effort.
Kindly fallow the link SURVEY/SEMINAR te participate in the survey and register far the seminar.

FAKE HR OR IT COMMS

Best Regards
IT-Service desk

Phishing scams ...that appear to come from
organisations such as the CDC (Centers for
Disease Control) or the WHO (World Health
Organisation). The scammers have crafted
emails that appear to come from these sources,
but they actually contain malicious phishing
links or dangerous attachments. There are also
emails that claim to have a “new” or “updated”
list of cases of Coronavirus in your area. These
emails contain dangerous links.

Fake charities ...emails and websites that
ask for charity donations for studies, doctors,
or victims that have been affected by the COVID
-19 Coronavirus. Scammers often create fake
charity emails after global disasters or pandemics
like the COVID-19 outbreak.

Fake internal HR or IT communication
...such as coronavirus surveys impersonating
your HR or IT department - the objective here is
to steal your username and password.

To access the ‘document’ or ‘survey’, the recipient
has to provide their Office 365 credentials on a
fake site - thus compromising their Office 365

account. .

Remain cautious! Protect yourself from scams like this:

Never click on links or open attachments from an email that you weren't expecting.

)

security team to double check.

If you receive a suspicious email that appears to come from an official organisation such
as the WHO or the South African Department of Health, report the email to your

If you want to make a charitable donation, go to the charity website of your choice to
submit your payment. Type the charity’s web address in your browser instead of
clicking on any links in emails or other messages.

Finally, don’t trust anyone knocking on your door, dressed up as a health official wanting
to perform COVID-19 tests - they are just out to rob you!
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